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1. Introduction

This document provides instrucitons on how to setup an AWS portal to connect with a VIA Mobile360 Forklift
Safety System(FSS) device.

1.1 Directing Data from a VIA Mobile360 FSS Device
to AWS IoT Core

To direct data from VIA Mobile360 FSS devices to your cloud implementation, the AWS loT Core Web Service
must be set up and configured to receive data coming from VIA Mobile360 FSS devices.

For a VIA Mobile360 Forklift Safety System(FSS) device to connect to your AWS backend, follow the steps listed
below to set up your AWS services

e Follow the steps listed in Section 2.3 to register an AWS loT Thing and to acquire AWS loT certificate
files for the VIA Mobile360 FSS devices.

- Acquire the certificate (*-certificate.pem) and the private key (*-private.pem.key) files associated
with the IoT thing you created, as displayed in step 7 of Section 2.3..

- Acquire the Device Shadow URL displayed in step 9 of Section 2.3.

1.2 VIA Mobile360 FSS Device

The datasheet and installation guide of the VIA Mobile360 FSS device could be found on the VIA Mobile 360
forklift Safety System product page.

https://www.viatech.com/en/products/systems/mobile360/mobile360-forklift-safety-system/

e Datasheet

e |nstallation Guide


https://www.viatech.com/en/products/systems/mobile360/mobile360-forklift-safety-system/

https://cdn.viaembedded.com/products/docs/mobile360_m500/datasheet/VIA_Mobile360_Forklift_Safety_System_datasheet_v220617.pdf
https://cdn.viaembedded.com/products/docs/mobile360_m500/VIA_Mobile360_Forklift_Safety_System_2PD_DSS_Installation_Guide_v1.06_220720.pdf

2. Connecting to AWS loT Core
2.1 Introduction

This section provides instructions on how to establish a connection between VIA Mobile360 Forklift Safety
System(FSS) devices and Amazon loT Core web services, including how to add and manage the VIA Mobile360
FSS device as an loT Core device on Amazon Web Services, setup the device, and configure the VIA loT
application.

2.2 Setup your AWS account and Permissions

Refer to the instructions at Set up your AWS Account. Follow the steps outlined in these sections to create
your account and a user and get started:

e  Sign up for an AWS account and
e Create a user and grant permissions.

e Openthe AWS loT console

Pay special attention to the Notes.


https://docs.aws.amazon.com/iot/latest/developerguide/setting-up.html

2.3 Create Resources in AWS loT

Refer to the instructions at Create AWS loT Resources. Follow the steps outlined in these sections to provision
resources for your device:

e Create an AWS loT Policy
e Create a thing object
Pay special attention to the Notes.

The followings are the step-by-step figures to demonstrate how to create an AWS loT Policy, how to create a
thing object and acquire the AWS loT certificate files and Shadow URL for the VIA Mobile360 FSS device.

Step 1

Click on ‘Secure/Policies’ in the left panel and then click on the ‘Create a policy’ button in the right panel.
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Step 2

On the policy form, fill out the IoT policy name, action and resource name, select the effect and click on the
‘Create’ button.



https://docs.aws.amazon.com/iot/latest/developerguide/create-iot-resources.html

After clicking on the ‘Create’ button, the new policy's name will be listed in the right panel.

Step 3

To create a new ‘loT Thing’ resource with the new policy and to create certification files for this resource, click
on ‘Manage/Things’ in the left panel and then click on the ‘Create things’ button in the right panel.
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Next, select ‘Create a single thing’ and click on "Next".

Step 4

Under 'Thing properties' in the right panel, enter the 'Thing Name'. Under 'Device Shadow', select ‘Unnamed
shadow (classic)' and click on the 'Next' button to continue.




Step 5

Under 'Device certificate', select 'Auto-generate a new certificate (recommended)' and click on the 'Next'
button to configure a device certificate for your VIA Mobile360 FSS device.
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Step 6

Click on the new policy's name and click on the 'Create Thing' button to attach policies to the device certificate
for your VIA Mobile360 FSS device and to complete creating a new ‘loT Thing’.
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Step 7

Download the device certificate (CertFile), the private key file (PvkFile) and the 2048 bit Amazon Root CA 1

certificate (CAFile) to a local folder and click on 'Done' to complete the certificate creation process for your VIA
Mobile360 FSS device.




Step 8

Click on the created loT thing's name under 'Things' to view your VIA Mobile360 FSS device's thing and device
shadow details.

1 Note:

The MQTT topic prefix is for binding your VIA Mobile360 FSS device with AWS loT Core Web services. The VIA
Mobile360 FSS device will use the MQTT topic prefix of Device Shadows to interact with AWS IoT Core Web services.




Step 9

Click on ‘Things’ in the left panel to view your AWS IoT Core account's Device Shadow URL, which can be used
by your VIA Mobile360 FSS device to connect to AWS loT Core Web services.

2.4 Setup the VIA Mobile360 FSS device

Follow the installation guide described in Section 1.2. The development kit of VIA Mobile360 FSS device is plug-
and-play compatible on any Windows, Linux system via a USB to Micro USB cable and the terminal program

such as PuTTY or TeraTerm.



2.5 Connecting to AWS loT Core with the VIA
Mobile360 FSS EVK

The VIA Mobile360 FSS EVK includes an “loTSDKSample” application to help establish a connection between
the physical sensors/actuators on the VIA Mobile360 FSS device and the AWS loT Core web service.

This section guides developers on how to enable and run the “loTSDKSample” application.

Step 1

$ mount -o remount,rw

Step 2

Copy the device certificate (CertFile), private key file (PvkFile) and the Amazon Root CA certificate (CAFile)
created in Step 7 of section 2.3 to "/etc/aws/certs".

Open the settings file “/etc/aws/iot.xml” and modify the following values based on AWS IoT Core setup:

e Host URL: Input the domain name from the Device Shadow URL obtained in Step 9 of section 2.3 as
Host URL in line 4.

e  CAFile: Input the name of the Amazon Root CA certificate in line 8.
e  CertFile: Input the name of the Certificate file in line 9.

e  PvkFile: Input the name of the Private Key file in line 10.

e ThingName: Insert the defined "ThingName" in line 14.

Save the changes made to the settings file.
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Step 3

Run the "loTSDKSample" application as shown below.

$ IoTSDKSample

Step 4

If no error log is shown, verify the "loTSDKSample" application by using the AWS loT Core web service console.
Click on the 'MQTT test client' tab.

To subscribe to interaction topic "Saws/things/thingName/shadow/update", under the 'Subscribe to a topic'
tab in the right panel, enter a topic filter name and click on the 'Subscribe' button.
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To publish to interaction topic "Saws/things/thingName/shadow/update", click on the 'Publish to a topic' tab in
the right panel, enter the topic name and click on the 'Publish' button.

The last updated message will be shown in the AWS IoT MQTT test client.
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2.6 Debugging

Open a console (e.g. Putty) and configure as Section 2.4. And the boot up messages will be presented with a
command line interface as well as debug output. You could use busybox commands in /bin to setup and debug
the VIA Mobile360 FSS device.

“dmesg” is the command to display all messages from the Linux kernel ring buffer.

2.7 Troubleshooting
As you go through development, some common problems may arise. The common problems and their
solutions are listed as follows.
1. Device could not connect to internet.
e Ensure that your SIM card is inserted properly
e Validate that the SIM card is active with your provider.
e  Verify that the APN setting is correct.
2. Device could not connect to AWS
e Check if date and time is out of synchronized.
e  Verify that the AWS endpoint (host value in iot.xml) is set correctly.
e  Verify that the proper certificates and keys are loaded to the device.

e \Validate that the correct loT Core thing and policies are set on AWS loT Core.
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