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1. Introduction

This document provides instructions on how to set up AWS loT Core to connect with a VIA SOM-9X50-STK
device.

t Note:

A VIA SOM-9X50-STK device includes the VIA SOM-9X50 module and the Carrier Board.

1.1 VIASOM-9X50 Module

The VIA SOM-9X50 module is powered by the high-performance octa-core MediaTek Genio 500 SoC, with
upto 4GB LPDDR4 SDRAM and 16GB eMMC flash memory in a compact form factor to deliver blistering edge
processing and multimedia performance. Besides quad-core ARM Cortex-A73 and quad-core Cortex-A53
processors, the Genio 500 SoC also includes:

e Anintegrated Al processor, for deep learning, neural network acceleration, and computer vision
applications, including facial recognition, object identification, and OCR.

e Hardware-accelerated graphics processing and full HD H.265/H.264 video decoding.

1.2 Carrier Board

Combining the optional Carrier Board offers a wide variety of wireless and 1/O connectivity options, such as an
integrated SIM card slot for LTE/4G, dual-band 802.11ac Wi-Fi, 10/100Mbps Ethernet ports, Bluetooth 5.0, and
USB 2.0 and Micro USB 2.0 ports. Additional HDMI, MIPI DSI, and MIPI CSI-2 interfaces with multi-function pins
for 12C, SPI and GPIO provide support for display and camera connectivity, making it the ideal solution for an
unlimited array of home, commercial, industrial, and educational applications and use cases.

Refer to the datasheet and user manual on the VIA SOM-9X50 product page for detailed information.


https://www.viatech.com/en/products/boards/modules/som-9x50

1.3 Directing Data from a VIA SOM-9X50-STK Device
to AWS loT Core

To direct data from VIA SOM-9X50-STK devices to a cloud implementation, the AWS loT Core Web Service must
be set up and configured to receive data coming from VIA SOM-9X50-STK devices.
Follow the steps below to set up your AWS services in order to connect a VIA SOM-9X50-STK device to an AWS
backend:
e Follow the steps listed in Section 2.3 to register an AWS loT Thing and to acquire the AWS loT
certificate files for the VIA SOM-9X50-STK devices.

- Acquire the certificate (*-certificate.pem) and the private key (*-private.pem.key) files associated
with the IoT thing created, as described in Step 7 of section 2.3.

- Acquire the Device Data Endpoint described in Step 9 of section 2.3.



2. Connecting to AWS loT Core

2.1 Introduction

This section provides instructions on how to establish a connection between VIA SOM-9X50-STK devices and
AWS |oT Core, including how to add and manage VIA SOM-9X50-STK devices as an loT Core device on AWS, set
up the device, and configure the VIA IoT application.

To register an AWS loT thing and acquire the AWS loT certificate files for the VIA SOM-9X50-STK device, follow
the steps below:
Set up Your AWS Account
and Permissions

Create Resources in
AWS loT Core

Download AWS loT Core
Certificate Files

Set up the
VIA SOM-9X50-STK device

Import files and configure
the VIA SOM-9X50-STK
device for connection




2.2 Set up Your AWS Account and Permissions

Refer to instructions in the following sections on webpage https://docs.aws.amazon.com/iot/latest/
developerguide/setting-up.html to set up an AWS Account:

e  Sign up for an AWS account

e Create a user and grant permissions

e QOpenthe AWS loT console

adWs

Sign in as IAM user

COMPUTE
Account ID (12 digits) or account alias

Amazon Lightsail

IAM user name nghtsall is the easiest
way to get started
on AWS

Password
Learn more »

[] Remember this account

Sign in

Pay special attention to the Notes on the AWS account setup webpage.

2.3 Create Resources in AWS loT

Refer to instructions in the following sections on webpage https://docs.aws.amazon.com/iot/latest/
developerguide/create-iot-resources.html to provision resources for your VIA SOM-9X50-STK device:

e Create an AWS loT policy

e (Create a thing object

Pay special attention to the Notes on the AWS loT resource creation webpage.


https://docs.aws.amazon.com/iot/latest/developerguide/setting-up.html
https://docs.aws.amazon.com/iot/latest/developerguide/setting-up.html
https://docs.aws.amazon.com/iot/latest/developerguide/setting-up.html#sign-up-for-aws
https://docs.aws.amazon.com/iot/latest/developerguide/setting-up.html#create-an-admin
https://docs.aws.amazon.com/iot/latest/developerguide/setting-up.html#iot-console-signin
https://docs.aws.amazon.com/iot/latest/developerguide/create-iot-resources.html
https://docs.aws.amazon.com/iot/latest/developerguide/create-iot-resources.html
https://docs.aws.amazon.com/iot/latest/developerguide/create-iot-resources.html#create-iot-policy
https://docs.aws.amazon.com/iot/latest/developerguide/create-iot-resources.html#create-aws-thing

The following instructions demonstrate how to create an AWS loT Policy and a thing object, and acquiring the
required AWS loT certificate files and Device Data Endpoint for the VIA SOM-9X50-STK device.

Step 1
Click on ‘Security/Policies’ in the left panel and then click on the ‘Create policy’ button in the right panel.

AWS loT x AW 10T Security Policies

Monito AWS loT policies (0) e

& AWS 16T Core date plane operations, AWS loT palicies are separate and different from 1AM polices. AWS 0T palices

Connect

Connect one davice

a 1 @
B Connect many devicos
Folicy name v
Test
Mo policies
» Device Advisar You don't have any AWS 10T pedicies in us-west-2.
MOTT test client r .
Cragte

Autharizers

Step 2

In the "Create policy" form, fill in the "Policy name" in the "Policy properties" section. In the "Policy document"
section, select the "Policy effect" and "Policy action", and fill in the "Policy resource" name. Then, click the
‘Create’ button to submit.

AWS loT Security Paolicies Create policy

AWS loT X

Create policy v
Manltor AWS loT Core policies allow you to manage access to the AWS loT Core data plane operations.
Connect Policy properties

WS loT Core si s | ) identities ririte A 5
Coniiect onedevice AWS 0T Core supports named policies so that many identities can reference the same policy documen

P Connect many devices
Policy name

1

A policy name is an alphanumeric string that can also contain period (), comma (), hyphen(-), underscore (), plus sign {+), equal
sign (=), and at sign (@) characters, but no spaces.

Test

P Device Advisor

MQTT test client
» Tags - optional

Manage

» All devices Policy statements Policy examples

v

Greengrass devices

v

LPWAN devices :

Policy document info

/An AWS IoT policy contains one or more policy statements. Each policy statement contains actions, resources, and an effect that
grants or denies the actions by the resources.

v

Remote actions

v

Message Routing

¥ Security
Intro Policy effect 4 Policy action 2 Policy resource 3
Certificates | Allow v | | t v | | | Remove
Policies

Certificate authorities Addinewstatement

Role Aliases

Authorizers
C 1
Ak v e




After clicking the ‘Create’ button, the new policy's name will be listed on the right panel.

AWS loT X © Successfully created policy VIASOM-9X50-STK-Policy. x

AWS loT Security > Policies
Monitor

AWS loT policies (5) wfo
WS loT

Core data plane operations. AWS loT policies are separate and different from 1AM policies. AWS

ol access

Connect

gl _| m

¥ Connect many devices

est Policy name
P Device Advisor
MQTT test client

VIASOM-9X50-5TK-Policy

Manage =
v Al

Thir

Thing groups

Thing types

Fleet metrics

grass devices

N devices

ctions

e Routing

messages

Step 3

To create a new ‘loT Thing’ resource with the new policy and to create certificate files for this resource, click on
‘All devices/Things’ in the left panel and then click on the ‘Create things’ button in the right panel.

AWS loT x WS T Manage Things

Moniter Things (0] e

An T thing b a rey
needs

[@ [ advancea sesrcn ][ man spgregasions 3

Connect one device
a ' @

sentation end record of your physics| device in the cloud. A physicsl device
k nith A T,

® Connect many devicas

Name Thing type
Test
b Devic Acvisor Na things
MQTT test client No things ta display in this Region

Create things J

Manage

Thing greups
Thing types
Fleet metrics

b Greengrass devices

* LPWAN devices

» Remote ac
» Macsage Routing
Rataingd messages
¥ Security
Intra

Certificates



Next, select ‘Create single thing’ and click on "Next".

AWS loT » Manage » Things » Create things

Create things i«

A thing resource is a digital representation of a physical device or logical entity in AWS loT. Your device or entity needs a thing

resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device management features.

Number of things to create

© Create single thing
1 Create a thing resource to register a device. Provision the certificate and policy necessary to allow the device to connect to AWS
laT.

Create many things
Create a task that creates multiple thing resources to register devices and provision the resources those devices require to
connect to AWS loT.

Cancel

Step 4

Under 'Thing properties' in the right panel, enter the 'Thing Name'. Under 'Device Shadow', select 'Unnamed
shadow (classic)' and click on the 'Next' button to continue.

AWS IoT » Manage Things > Create things Create single thing

o Specify thing properties i

A thing resource is a digital representation of a physical device or logical entity in

Specify thing properties

Eion - opitranal AWS loT. Your device or entity needs a thing resource in the registry to use AWS
ep 2 - optional
. loT features such as Device Shadows, events, jobs, and device management

features.
Step 3 - optional

Thing properties info

Thing name

|[miasom-axso-sTK] 1

Enter a unigue name containing only: letters, numbers, hyphens, colons, or underscores.
A thing name can't contain any spaces.

Additional configurations

You can use these configurations to add detail that can help you to organize, manage,
and search your things.

P Thing type - optional
P Searchable thing attributes - optional
» Thing groups - optional

P Bi

ng group - optional

Device Shadow info

Device Shadows allow connected devices to sync states with AWS. You can also get,
update, or delete the state information of this thing's shadow using either HTTPs or
MQTT topics.

) No shadow

Named shadow
Create multiple shadows with different names to manage access to properties, and
logically group your devices properties

© Unnamed shadow (classic) 2
A thing can have only one unnamed shadow.

» Edit shadow statement - optional

Cancel
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Step 5

Under 'Device certificate', select 'Auto-generate a new certificate (recommended)' and click on the 'Next'
button to configure a device certificate for your VIA SOM-9X50-STK device.

AWS loT > Manage » Things » Createthings » Create single thing

Step 1 . . -
RS Configure device certificate - optional i«

A device requires a certificate to connect to AWS loT. You can choose how you to
<tep2 - sptionl register a certificate for your device now, or you can create and register a certificate for

your device later. Your device won't be able to connect to AWS loT until it has an active
Configure device certifi

cate certificate with an appropriate policy.

Step 3 - optional
Attach policies to certificate Device certificate

© Auto-generate a new certificate (recommended)
Generate a certificate, public key, and private key using AWS loT's certificate 1
authority.

Use my certificate
Use a certificate signed by your own certificate authority.

Upload CSR
Register your CA and use your own certificates on one or many devices.

_ Skip creating a certificate at this time
You can create a certificate for this thing and attach a policy to the certificate at a
later time.

Y

[4

-

Step 6

Click on the new policy's name and click on the 'Create Thing' button to attach policies to the device certificate
for your VIA SOM-9X50-STK device and to complete creating a new ‘loT Thing’.

AWS loT x AWSIoT » Manage » Things » Createthings » Create single thing

Step30f 3
Attach policies to certificate - optional ..

AWS 10T policies grant or deny access to AWS 10T resources. Attaching policies to the device certificate
Connect applies this access to the device.

Connect one davice

oy —— (6] (emrins]

Sl 10 policies

Tast a .f:!.-.-.- policies

VIASOM-9X50-5TK_Policy

Thing groups




Step 7

Download the device certificate (CertFile), the private key file (PvkFile) and the 2048-bit Amazon Root CA 1
certificate (CAFile) to a local folder and click on 'Done' to complete the certificate creation process for your VIA
SOM-9X50-STK device.

Download certificates and keys X
Download certificate and key files to install on your device so that it can connect to
AWS.

Device certificate

You can activate the certificate now, or later. The certificate must be active for a device to connect to
AWS loT. 1

Davice certificate Deactivate certificate M Download
9343d69552f...te.pem.crt

Key files
The key files are unigue to this certificate and can't be downloaded after you leave this page.
Download them now and save them in a secure place.

/\ This is the only time you can download the key files for this certificate.

Public key file M Download

9343d69552f9cBec36ed625...80ba201-public.pem.key

Private key file M Download

9343d69552f9cBec36ed625...0ba201-private. pem.key
3

Root CA certificates

Download the root CA certificate file that corresponds to the type of data endpoint and cipher suite
you're using. You can also download the root CA certificates later. 4

Amazon trust services endpoint M Download
RSA 2048 bit key: Amazon Root CA 1

Amazon trust services endpoint M Download

ECC 256 bit key: Amazon Root CA 3

If you don't see the root CA certificate that you need here, AWS loT supports additional
root CA certificates. These root CA certificates and others are available in our developer

guides. Learn more [4
5




Step 8

Click on the created loT thing's name under 'Things' to view your VIA SOM-9X50-STK device's Thing and Device
Shadow details, including the MQTT topic prefix.

% Note:

The MQTT topic prefix is for binding your VIA SOM-9X50-STK device with AWS loT Core Web services. The VIA SOM-
9X50-STK device will use the specified MQTT topic to interact with AWS loT Core Web services. Some MQTT topics
listed on the AWS webpage are reserved.

AWS loT x

2 You successfully created certificate View certificate X
Monitor ) 3

[ 5
Conngct AWSIoT > Manage > Things

Connect one device
Things (1) infa

AnlaT thing & a representation and record of your plysical device in the eloud. A physical device
needs 3 thing record in order 1 work with AWS (0T

T (o] Advanced search Run aggregations
est

® Device Advisor

P Connect many devices

MOQTT test client

Q
Device Location New
1 @
Manage Name
¥ All devices
VIASOM-9X50-5TK
Things
Thing aroups
AWS loT x AWS 10T Manage Things. VIASOM.SXE0-5TK
— VIASOM-9X50-5TK «. eaie || Detere
o Thing details
Connect ane device
¥ Connect many devices Marne Type
VIASOM.SXS0.5TK

ARN Blling geoup
s ] =
arnawsiotap-northeast- 144412801 2201 thing/VIASOM-9X50-5TK

Attributes. Certificates Thing groups Interact Activity Jobs Alarrem Defender metrics

Device Shadows (1] ws | C | 16| Create Shadew |

1 @

Mame A MOTT topic prefis Fleet indexing status Last updated date

Clinsic Shadkow Ia Sirns/things/ VIASOM-FX50- STE shadim

® LPWAN devices

Septemnber 06, 2022, 16:34:11 (UTC+0800)
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https://docs.aws.amazon.com/iot/latest/developerguide/reserved-topics.html
https://docs.aws.amazon.com/iot/latest/developerguide/reserved-topics.html

Step 9
In the left "AWS-loT" panel, select "Settings". The "Endpoint" is displayed in the "Device data endpoint"section.

AWS loT » Settings

Setti ngS Info

Device data endpoint info

Your devices can use your account’s device data endpoint to connect to AWS.

Each of your things has a REST API available at this endpoint. MQTT clients and AWS loT Device SDKs [4 2
endpoint.

Endpoint
awhgld t-a ts.iot.ap-northeast-1.amazonaws.com

Select security policy Info

To customize your TLS settings, such as TLS versions and supported cipher suites, choose a security policy.

LATC arssitniDaliss: TIC1T 1 A AAIC N1 -

2.4 Set up Your Hardware

2.4.1 Requirements

Following are the requirements for the hardware setup:

e A debug cable and a USB flash drive

e Aserial port communication program such as PuTTY or Tera Term

2.4.2 Set up Your VIA SOM-9X50-STK Device

Set up VIA SOM-9X50-STK device as described in the steps below:
Step 1
Connect a host machine and the VIA SOM-9X50-STK through the onboard COM connector labeled as "COM".

nn

~ com

11


https://www.putty.org/
https://ttssh2.osdn.jp/index.html.en

Step 2

Use a serial port communication program such as PuTTY or Tera Term to connect the debug console. Set the

console Baud Rate to "921600".

#® PuTTY Configuration

~J
>

Categony:
=1 Sgssion Options controlling local senal lines i
b Logaing Select a seral line
=)~ Terminal
- Keyboard Serial line to connect to
. Bell
o Featings Configure the serial line
- Window Speed baud)
- Appearance .
- Translation Stop bits
(- Selection ) =
- Colours Pamy N.m?. =
[El- Connection Flow control MNone e
.. Data
-+ Promy
B 55H
P
- Telnet
- Rlogin
- SUPDUP
Aot | Help Caneel

2.5 Set up your Development Environment

The VIA SOM-9X50 BSP supports the Yocto 3.1 and Android 10.0 operating systems. To enable hardware
functionality, download the VIA SOM-9X50 Yocto 3.1 and Android 10.0 EVK packages, and refer to the

corresponding EVK Quick Start Guides on the VIA SOM-9X50 product page.

Software

VIA SOM-8X50 BSP

The VA SOM-8X50 BSP supparts Yaocto 2.6 and Android 10.0, ViA SOM-9%50 Yoo 3.1 and
Androéd 10,0 EVK packages to enable the hardware functionality can be downloaded here. A
full set of software custoamization services that speed up time to market and minimaze
development costs is also available,

4. Yocto 3.1 EVK [304.9 MB] v1.1.0 2022-02-14

4. Android 10.0 EVE [668.6 MB] v1.4.0 2022-04-22

Important: By downloading these software packages, you indicate your acceptance of the
VIA Software License agreement. if you do not agree with any of the terms and conditions, do
not continue to download the software.

o

Documentation

B patasheer

B User Manua!

Bl 57 voco 3.1 EVK Quick Start Guide

E1' 57 Android 10,0 EVK Quick Start Guide

B aws 107 core Quick Start Guide
Bl amazon ks Quick start Guide

EM product Gallery

20230420
2,00 20211118
w101 20220415
vim 2022-05-06
w1.01 2023-01-11
v1.00 2023-03-09
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https://www.viatech.com/en/products/boards/modules/som-9x50

2.6 Connecting with the Yocto 3.1 EVK

The VIA SOM-9X50-STK Yocto 3.1 EVK includes an "loTSDKSample" application which establishes a connection
between the physical sensors/actuators on the VIA SOM-9X50-STK device and the AWS loT Core web service.

This section guides developers on how to enable and run the "loTSDKSample" application.
Step 1

Copy the device certificate (CertFile), private key file (PvkFile) and the Amazon Root CA certificate (CAFile)
created in Step 7 of section 2.3 to "/data/aws/certs".

Open the "/data/aws/iot.json" settings file and modify the following values based on the AWS loT Core setup:

e Endpoint: Input the Device Data Endpoint obtained in Step 9 of section 2.3 as the Endpoint in line 1.

e  CAFile: Input the name of the Amazon Root CA certificate in line 4.
e  CertFile: Input the name of the Certificate file in line 5.

e PvkFile: Input the name of the Private Key file in line 6.

e ThingName: Insert the defined "ThingName" in line 7.

e (ClientID: Insert the defined "ClientID" in line 8. This value can be randomly generated but must be
unique.

Save the changes made to the settings file.

"Endpoint" : "awshgldb -ats.iot.ap-northeast-1.amazonaws.com",
Beents Tt

"FolderFullName" : "/data/aws/certs”,

"CAFile" : "AmazonRootCAl.pem",

"CertFile"” : "9343d69552f9c8ec36ed625Ffbc826e3d1b4259Ffe744585b46e759f9288ba201-certificate. pem.crt”,
"PvkFile" : "9343d69552f9c8ec36ed625Fffbc826e3d1b4259fe744585b46e759f9280ba2@1-private.pem. key"

"ThingName" : "VIASOM-9X5@-STK",
"ClientId" : "python-sdk-client-id-0@1"

Step 2

Run the "loTSDKSample" application as shown below:

root@aiv8385-1linux:~# IoTSDKSample

13



Step 3

Verify the "loTSDKSample" application using the AWS IoT Core web service console. Click on the 'MQTT test

client' tab.

To subscribe to the interaction topic with the MQTT topic prefix obtained in step 8 of section 2.3 "Saws/things/
ThingName/shadow/update", enter a topic filter name and click the 'Subscribe' button in the 'Subscribe to a
topic' tab in the right panel. The value of "ThingName" must be the same as the value in the "iot.json" settings
file described in step 1.

AWS loT

MQTT test client v«

You can use the MOTT test client to monitor the MOTT messages being passed in your AWS account. Devices publish MOTT messages that are
identified by topics 16 commminicate their state ta AWS 10T, AWS loT also publishes MOTT messages to iform devices and apps of changes and

events. You can subscribie to MOTT message topics and publish MOTT messages to topics by using the MOTT test client
Subscribe to a topic Publish to a topic

Topic filter  inks

Saws/things/VIASOM-9X50. 57':,'5I|.|du¢l-'uud‘.k.! 2

» Additional configuration

==

Subscriptions Topic

You have no topic subscriptions Subscribe or select a tapic to view Incaming messages

The last updated message will be shown in the AWS IoT MQTT test client.

Subscriptions

$aws/things/VIASOM-9X50-STK/shadow/update

$aws/things/VIASOM-9X50-STK /shadow/update Q2 X ‘

| Pause | Clear | Export || Edit ‘

W Saws/things/VIASOM-9X50-5TK/shadow/update

September 06, 2022, 17:18:19 (UTC+0800)

{

"message”: "Hello from AWS IoT console”

2.7 Connecting with the Android 10.0 EVK

The VIA SOM-9X50-STK Android 10.0 EVK includes an "loTDeviceSDKSample" application which establishes a
connection between the VIA SOM-9X50-STK device and the AWS loT Core web service.

This section guides developers on how to enable and run the "loTDeviceSDKSample" application.

Step 1

Edit the "iotcoreConfig.json" settings file and modify the following values based on the AWS IoT Core setup:

e thingName: Insert the defined thing's name.

e ca: Input the content text of the thing's Amazon Root CA certificate.

e cert: Input the content text of the thing's Certificate file.

e key: Input the content text of the thing's Private Key file.

e ReqRetry: Number of retries for establishing the connection between the device and the loT Core
server when the connection is disrupted or not successful.

e topic: The MQTT topic.

e endpoint: Input the domain name from the Device Data Endpoint obtained in Step 9 of section 2.3.

14



Save the settings file to a USB flash drive and plug it to the device's USB port.

"thingName" : "VIASOM-9X5@-STK",

it o T BEGIN CERTIFICATE-===-~ r-1IIDQTCCAimgA‘.-.IIBAgITBmy'F:Sm,:“jAoS‘i\-*B
"cert" : "MIIDWjCCAKKgAwIBAgIVAPTLXFFh4PL8y0@OLS9WpHXOTKcKMABGCSqGSIb3
"key" : BEGIN RSA PRIVATE KEY----- MIIEowIBAAKCAQEAwtvzFPtmEgpnd2

"ReqRetry" : 10,
"topic" : "$aws/things/VIASOM-9X58-STK/shadow",
"endpoint" : "awhqldb -ats.iot.ap-northeast-1.amazonaws.com"

Step 2

Run the "loTDeviceSDKSample" application as shown below.

loTDeviceSDKSample

Step 3

Click the "JSON" button to select the "iotcoreConfig.json" created in Step 1 from USB flash drive.

532 ¥ @ en
= USsB Q
BB bspinstxx BB certificate BB LOSTDIR B System Volume Inf...
<y K>
<> DATnstCnnﬂ.g.jsnn <> io‘[(,ta[ep?nﬁ%json
kB 9E6E 4,22 kB FF3:27
<4 ® n
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Click the "TEST" button to run the MQTT subscription publishing process as shown below.
532 + @

loTDeviceSDKSample

10:15 ¢ @

loTDeviceSDKSample

'running begin.
JSON i

ng
on message:Hella from loT Device 2022-09-08T10:15:34.742

Step 4
Verify the "loTSDKSample" application using the AWS loT Core web service console. Click on the 'MQTT test
client' tab.

To subscribe to the interaction topic with the MQTT topic prefix obtained in step 8 of section 2.3 "Saws/things/
ThingName/shadow/update", enter a topic filter name and click the 'Subscribe' button in the 'Subscribe to a
topic' tab in the right panel. The value of "thingName" must be the same as the value of "iotcoreConfig.json"

settings file.

AWS loT x AWS 10T > MO

MQTT test client we

Moniter

You can use the MQTT test client to menitor the MQTT messages being passed in your AWS account. Devices publish MQTT messages that are
identified by topics to communicate their state to AWS loT. AWS boT also publishes MOTT messages to inform devices and apps of changes and

events. You can subscribe to MOTT message topics and publish MOTT messages to topics by using the MOTT test client.
Subscribe to a topic Publish to a topic

Topic filer  info

Saws/ things/VIASOM-8X50-5TK /shadow/update | 2

» Additional configuration

== -

Subscriptions Topic

You have no topic subscriptions Subscribe or select a tapic to view Incaming messages
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The last updated message will be shown in the AWS IoT MQTT test client.

Subscriptions $aws/things/VIASOM-9X50-STK/shadow/update

Pause H Clear H Export || Edit ‘

SLRWS/th\ngsf\lIASOM-BXSO-STK/ShadDw/updateOX ‘ |

¥ Saws/things/VIASOM-9X50-STK /shadow/update

September 06, 2022, 17:18:19 (UTC+0800)

{

"message™: "Hello from AWS IoT console”

2.8 Debugging

Open a console (e.g. Putty) and configure as described in Section 2.4. The boot up messages will be presented
with a command line interface as well as debug output. Use busybox commands "in /bin" to set up and debug
the VIA SOM-9X50-STK device.

For Android

For Yocto
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2.9 Troubleshooting

Check the table below for troubleshooting common AWS IoT Core connection issues that may arise during
development:

Confirm that the SIM card is inserted properly.

VIA SOM-9X50-STK AWS loT Core Quick Start Guide

Device does not connect to the Internet | Confirm that the SIM card is activated by the service provider.
Verify the APN settings.
Confirm that the date and time is synchronized.

Verify the AWS endpoint in the "iot.json" (Yocto 3.1 EVK) or "iot-
coreConfig.json" (Android 10.0) settings file.

Device does not connect to AWS ) ) .
Verify that appropriate certificates and keys are loaded on the VIA

SOM-9X50-STK device.
Verify the loT Core thing and policies set on AWS loT Core.
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